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FILED .-ENTERED Judge Jones

" LODGED ———RECEIVED
JAN 22 2013

AT SEATTLE ,
QURY

© CLERK_U.S. DISTRICT COURL_
WESTERN DISTRICT OF WASHINGTOL, .

Y

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON
AT SEATTLE

NO. 12-MJ-534-RAJ

GOVERNMENT'’S RESPONSE TO
THE REPORT AND
RECOMMENDATION OF THE
MAGISTRATE JUDGE

IN RE SEARCH WARRANT ISSUED
ON OCTOBER 3, 2012.

FILED UNDER SEAL

Chief United States Magistrate Judge Mary Alice Theiler has issued a Report and
Recommendation in this matter recommending that the search warrant paperwork be
unsealed. Judge Theiler also recommends that the suspects’ names be redacted to protect
their privacy.

Other than the scope of the redactions recommended by Judge Theiler, the
government is not objecting to the Report and Recommendation. To protect the privacy
of suspects and others involved in the investigation, the government recommends that in
gddition to redacting the riames, the Court redact other information in the search warrant
materials which — either on its own or in conjunction with publically available |
information — might disclose identities. In addition, the government recommends that the

Court redact identifiable photographs of the suspects that are contained in Attachment C

UNITED STATES ATTORNEY
700 Stewart Street, Suite 5220
. Seattle, Washington 98101-1271
Response to Report and Recommendation/ In re Search Warrant— 1 (206) 553-7970
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to the Affidavit of Special Agent Geoffrey Maron.

The government is submitting ex parte and under seal a set of the search warrant

materials which include all of the proposed redactions.

DATED this 22nd day of January, 2013.

Respectfully submitted,

JENNY A. DURKAN
United States Attorney

Le—"

MICHAEL DION .
Assistant United States Attorney
E-mail: michael.dion@usdoj.gov
United States Attorney’s Office

700 Stewart Street, Suite 5220

Seattle, WA 98101-1271

Telephone: (206) 553-7729

Fax: (206) 553-0755

JOHN T. MCNEIL

Assistant United States Attorney
E-mail:  john.mcneil@usdoj.gov
United States Attorney’s Office

700 Stewart Street, Suite 5220
Seattle, WA 98101-1271

Telephone: (206) 553-2389

Fax: (206) 553-0755

UNITED STATES ATTORNEY
700 Stewart Street, Suite 5220
Seattle, Washington 98101-1271

Response to Report and Recommendation/ In re Search Warrant— 2 (206) 553-7970
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¥, 77 WUNITED STATES DISTRICT COURT
’ - vl for the
QE‘ 03 n Western District of Washington
SEQr‘i\%T TON
sl iha.ﬁme\”ﬁ% WP h of ) A
8Y  (Briefly describe the property to be searched )
or identify the person by name and address) ) Case No. M 5 \2.. 53 \\
Cellutar phones and other electronic devices, as )
described in Attachment A ; ‘

APPLICATION FOR A SEARCH WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the

P& r%?acehsem?g 'a’ﬁgwe "3 ﬁg?'ei {d’and incorporated herein by reference

located in the , Western District of Washington » there is now concealed (identify the
person or describe the property to be seized): ‘
See Attachment B, attached hereto and incorporated herein by reference

The basis for the search under Fed. R, Crim. P, 41(c) is (check one or more):
Mewdence of a crime;
[!fcontraband fruits of crime, or other items illegally possessed
Mproperty designed for use, intended for use, or used in committing a cxjime;
O a person to be arrested or a person who is unlawfully restrained.

The search is related to a v1olat|on of:

Code Section Offense Descrzpnon
18 U.S.C. Sections 371, 1361, Conspiracy; Destruction of govemment property; lnterstate travel with intent to not
and 2101

The application is based on these facts;
See At(gghed Affidavit of Special Agent Geoffrey Maron, attached hereto and incorporated herein by reference

I!f Continued on the attached sheet.

O Delayed notice of _____ days (give exact ending date if more than 30days: ____ )isrequested
under 18 U.8.C. § 3103a, the basis of which is set forth on the attached sheet.

‘Geoffrey Maron, Special Agent, FBI

. Printed name and title
Sworn to before me and signed in my presence. {}W
Date: M_ﬁ ?O\L W
f Judge's signature _
City and state: Seattle, Washington " Mary Alice Theiler, United States Magistrate Judge

Printed name and title
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AFFIDAVI
STATE OF WASHINGTON
COUNTY OF KING »

I, Geoffrey Maron, being ﬁi:st duly sworn, depose and state as follows:
Affiant’s Background

L. I have been a Spec:1al Agent ("SA") of the Federal Bureau of Investigation
("FBI") since 2003. Iam trained and experienced in investigating a wide variety of
violations of federal criminal law. I am currently assigned to the FBI's Seattle office, and
work on the Joint Terrorism Task Force ("JTTF"). My information is based on my direct |
knowledge and information provided by other law enforcement sources. This affidavit
does not include everything that I have learned during the investigation, but rather only
includes enough information to show probable cause.

2. I make this affidavit in support of an application under Rule 41 of the
Federal Rules of Criminal Procedure for a warrant to search cellular phones and digital
media storage devices (collectively, the “SUBJECT DEVICES”) as more fully described
in Attachment A to this Affidavit, for the items described in Attachment B to this
Affidavit. All of the SUBJECT DEVICES are now located in the Western District of
Washington, ‘ |

-3, As set forth below, there is probable cause to believe that a search'of
subject devices described above will provide evidence, instrumentalities, or fruits of
violations of the foliowing offenses: Destruction of government property, in violation of
18 U.S.C. § 1361; Conspiracy to destroy government property, in violation of 18 U.S.C. §
371; Interstate travel with intent to riot, in violation of 18 U.S.C. § 2101; and Conspiracy
to travel interstate with intent to riot, in violation of 18 U.S.C. § 371.

| The Investigation |

- 4, I am investigating the "May Day" rioting and vandalism in Seattle on May

UNITED STATES ATTORNEY
) 700 Stewart Street, g;lnglsggl
. . sm' Washinm -
AFFIDAVIT - MARON -1 " (206) 553-7970
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1, 2012, which included the vandalism and destruction of Unitéd States Government
property at the William Kenzo Nakain_ura United States Courthouse, 1010 Fifth Avenue,
Seattle, Washington (the "Nakamura Courthouse"). I have obtained information from
Donna Sweeney of the United States General Services Administration ("GSA"). The
GSA is a federal agency that acts as the landlord for federal government property. Thg

1| GSA is responsible for ménaging and maintaining federal buildings. Ms._ Sweeney is the

GSA property manager, and is responsible for managing GSA properties to include the
Nakamura Courthouse. According to Ms. Sweeney, thé Nakamura Courthouse is, and has
always been, federal property owned by the United States Government. -

5. The Courthouse is clearly marked as a federal Government building. The
following appears directly over the doors, in very large letters:
WILLIAM KENZO NAKAMURA
UNITED STATES COURT HOUSE
U.S. COURT OF APPEALS

6. The investigation has identified several suspects in the vandalism of the
Courthouse and the May Day rioting. Several of these suspects are Oregon residents who
traveled to Seattle for May Day. Some or all of these suspects appear to be anarchists.
As defined by Wikipedia, "Anarchism is generally defined as the political philosophy
which holds the state to be immoral, or alternatively as opposing authority in the conduct
of human relations. Proponents of anarchism (known as 'anarchists’) advocate stateless
societies based on non hierarchical voluntary associations.” Although many anarchists
are law-abiding, there is a history in the Pacific Northwest of some anarchists |
panicipating in property destruction and other criminal activity in support of their
political philosophy.

Overview Of The May 1, 2012, "May Day" Riots

7. May 1st, or "May Day," is. historically a day of protest. As expléined in
Tides of Flame, "a Seattle Anarchist Péper," in an article titled "Why May Day? Why the
General Strike?": "Every year millions of people around the world celebrate May Istasa

700 SrovatSee, S 220

Scattle, Washin, 981011271
AFFIDAVIT - MARON -2 , 206) $53.7970
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digni'ﬁed day of revolt against this system.” In this article, the writers "ufge everyone to
skip out on school and work to take to the streets." Additionally, associated with the
article, a published schedule for May Day 2012 included the text:

9AM: Breakfast & Worker Speakout

11AM 4PM: Rise & Decolonize 2

Hip Hop Occupies and Speakers |

12PM: Anti Capitalist March.

3PM: "Honor the Dead, Fight for the Living"
March Against Police and Racist Violence
SPM: March for Ifnmigrant and Workers' Rights
*from Judkins Park

6PM: Rally

TPM: General Assembly

Blockades and direct actions ongoing all day.

8. Because suspected anarchists have rioted and destroyed property at other
recent demonstrations, and based on the call for "direct actions," I and other officers were
responsible for preventing and responding to criminal activity on May'l, 2012. As
advertised, on May 1, 2012, there were a variety of events that took place in downtown
Seattle. Most of these events were in the vicinity of Westlake Park, located at 401 Pine
Street in Seattle. People began gathering at Westlake Park at approximately 7:00 a.m. h

9. By approximately 12:20 p.m., approximately 500 to 1,000 people had
amassed in and near Westlake Park. Within the larger group, a sub group changed into
"black bloc" clothing. Black bloc is a tactic whereby individuals wear black clothing and
itéms such as Scarves or motorcycle helmets to cover their faces, allowing them to
conceal their identity and appear as a unified mass. The black bloc tactics can be used
both offens:vely and defenswely Offensive use of black bloc includes illegal activities

UNITED STATES ATTORNEY
700 Stewart Street, Suite 5220

" Sesttle, Washington 981011271 -

AFFIDAVIT - MARON -3 ' ' : . (206) 553-7970
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such as demonstrating without a pennit, rioting, vandalism and property destruction
(usually of symbolic targets such as banks), and assault. Defensive use.of black bloc
ihcludes illegal activities such as obstruction of arrests.

10.  The black bloc rioters on May Day targeted banks, a federal government
building, retail outlets of large cdrporations and members of the media. Many carried
large sticks which served as flag poles; Many of the sticks had screws placed at the base,
which would help with breaking windbws. Most of the sticks were solid wood at least.
one inch thick and approximately three feet long. These sticks were used on May Day to
damage property and assault (or attempt to assault) people. |

11. A group of about 50 people (including known anarchists from the Seattle
area, Olympia and Portland, Oregon) changed into the black bloc uniform at Westlake
and formed the May Day black bloc group (the "black bloc rioters” or the "rioters”). Law
enforcement did not see the suspects identified so far in this investigation as they changed
into black bloc. The black bloc rioters marched within the larger group of marchers from
Westlake Park into the downtown business district. .The marchers moved west on Pike
Street, a one way street for eastbound trafﬁc,. blocking both vehicular and pedestrian |
traffic. The marchers then turned south onto 3rd Ave where a videographer from a local
news stations was attacked. A rioter hit the videographer in the face with a flag pole
stick, injuring his face.

~12. The marchers continued south on 3rd Avenue to Union Street where the
black bloc rioters surrounded a vehicle that was forced to stop in the intersection. Thgse'i

rioters blocked the car's path, hit and climbed on the car, and waved signs at the

‘occupants.

13, The marchers continued south on 3rd Avenue, and then turned east on -
Seneca Street, which is a one way street westbound, again blocking traffic. Rioters
attacked the Wells Fargo bank branch at the northwest corner of 4th Avenue and Seneca
Street. Rioters broke windows and threw paint projectiles at the building. Bank
employees tried to summon help by setting off robbery alarms, but the police response
UNITED STATES ATTORNEY
700 Stewast Strect, Suite 5220

Seatile, Washington 98101-1271
AFFIDAVIT - MARON +4 (206) 553-7970
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was delayed by the congestion created by the unpermitted march.

14.  After attacking the Wells Fargo bank branch, the marchers eventually‘
reached the Nakamura Courthouse located in the 1000 block of 6th Avenue. As
discussed in more detail below, acting in a coordinated way, roughly twelve black bloc -
rioters attacked the Courthouse. The vandalism included spray painting, paint projectiles,

breaking windows and doorpanes, and throwing an incendiary device. The damages from

the attack ran into the tens of thousands of dollars.

15.  After vandalizing the Courthouse, the marchers proceeded north on 6th
Avenue, spray painting vehicles with the anarchist "A" symbol, breaking windows and
flattening tires. R_iotérs attacked the Nike store at the northwest corner of 6th Avenue and
Pike Street by throwing rocks, paint projectiles and incendiary devices and breaking
windows. Video shows the rioters moving in a coordinated way, with a wave of rioters
striking windows, and then falling back to be replaced by another wave. The police
response afier the attack of the Nike store prompted the rioters to scatter. The rioters
headed back to Westlake Park and/or scattered, changing out of their black bloc clothing.

16.  Many other acts of vandalism and property destruction were committed

 during the riot.

Overview Of Identification Of Suspects In The Vandalism Of The Nakamura |
ourthouse
17.  As discussed above, the black bloc rioters vandalized the Nakamura

Courthouse. I have seen video of the vandalism of the Nakamura Courthouse that was
takén by a local television station, video taken by the security cameras on the Nakamura
Courthouse, and photographs taken by individuals. The main target of the attack was the
entrance to the Courthouse on 6th Avenue side, which is made up of three double glass
doors. The videos and photos show that roughly twelve people in black bloc vandalized
the 6th Avenue doors. The vandalism was clearly coordinated: a wave of vandals would
run up to the doors, Batter them, and retire, followed by another wave. Two other black

bloc rioters -- one north of the entrance, and one south -- threw objects at the Courthouse.

UNITED STATES ATTORNEY
' ' bhahiniisbongo iyt
Scattle, Washii -
AFFIDAVIT - MARON -5 206) 5957970
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Following the concentrated attack by the black bloc rioters, two other people, "C.W." and
"C.1," emerged from the crowd and battered the Courthouse with flag poles. C.W. and
C.1. do not appear to have been part of the organized anarchist group. Finally, somebody
threw an object that burned like a road flare at the Courthouse. The object landed on the
steps, where it burned and poured out smoke. Paint of various colors (green, red, black,
grey, and blue/purple) were used in paint bombs, signs, and graffiti during the attack on
the courthouse

18. My investigation has identified several of the suspected Nakamura

Courthouse vandals, including five Oregon residents, namel.

six persox!,— is suspected of conspiring with the vandals, and may have
vandalized property herself. I will refer collectively to these six suspects as the “Oregon |

conspirators.” As discussed below in more detail, the following evidence establishes
probable cause to believe that these people vandalized, and/or conspired to vandalize, the
Courthouse.
Identification Of The Oregon Conspirators
19.  As discussed below in more detail, the following evidence estabhshcs the

| involvement of the Oregon conspirators:

a. The Oregon conspirators are all known anarchists according to

Portland area law enforcement;

b.  Surveillance and recovered text messages show that Portland

| anarchist I tr=veled with some or all of the other Oregon Conspirators to

Seattle. Recovered text messages apparently sent after the demonstrations and riots show
I con firming that "everyone" was "safe” and stating that the day was "awesome;"
c. I and other law enforcement officers have carefully analyzed hours
of video and hundreds of still images from the May Day riots. I have compared the
features and clothing of the masked vandals as they commit their crimes with the features
and clothing of the Oregon conspirators in images where the conspirators are unmasked.
UNITED STATES ATTORNEY

© 700 Stewsst Stroet, Suite 5220

’ 98101127
AFFIDAVIT - MARON -6 Seatie, Washingon 38101127
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Critical and distinctive features and clothing match, allowing me to identify particular

ot

masked vandals as the Oregon Conspirators; o

d.  Some of the distinctive clothing mentioned above was recovered
during a Portland Police Bureau search of a Portland address associated with several of
the Oregon conspirators on May 3, 2012; and

€. Some of the distinctive clothing mentioned above was recovered
during the FBI searches of Portland locations associated with the Oregon conspirators on
July 25, 2012.

Each basis for probable cause is discussed in more detail below.

e N B W N

<

The Oregon Conspirators Are Known Anarchists

Aot
—

~20.  Thave been in contact with Portland area law enforcement officers, who

-
[ 8]

have reported that the Oregon conspirators are known members of the Portland anarchist
communiy. Fo s,
- as well as other acts of vandalism which are believed to be motivated
by anarchist beliefs. Portland Police Bureau Sergeant Dobson, who has had multiple
encounters with -over the past several yeérs, reported that he has known
-m be affiliated with anarchists since 2005.

I - becn spotd by o

enforcement at Portland addresses known to be "squats" where anarchists congregate.

[ B T T e T Y )
LT - R - T T T 7. R - TS

(Anarchists or groups of anarchists commonly occupy or "squat” in homes that have been

o
Py

abandoned, foreclosed, or left vacant. Squatting is a communal activity that is part of the

[xvd
[y

anarchist culture. Anarchists will often maintain several squats at once and bounce back

and forth between them.) Furthermore— and others

were all observed by FBI surveillance at an event on April 9, 2012, during which they

NN N
LV T - v

changed from street clothes into black bloc attire.
The Oregon Conspirators Traveled As A Group To Seattle For May Day

22 Several of the Oregon Conspirators (| GGG

-, along with others, were observed by FBI surveillance as they traveled in a

UNITED STATES ATTORNEY
700 Stewart Street, Suite 5220

Seattle, Washington 98101-1271
AFFIDAVIT - MARON -7 (206) $53-71970
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 ened Zip cor (N

| Portland to Olympia on April 30, 2012, and went to residences of known anarchists
(although the FBI does not know with whom they met). The Conspiratars spent the night

o

| in Olympia. Surveillance was not in place on the morning of May 1st when the
Conspirators left for Seattle, and did not actually see them drive to Seattle. However, as
shown below, text messages and other information show that this group of Conspirators
reached Seattle and participated in May Day. According to Zip car records, the Zip car .
| was rented b)-and the mileage traveled was consistent with a roundtrip from

| Portland to Seattle.

L= R - T V. T O V- I

23.  Recovered text messages show that the Portland conspirators traveled to

L T )
L =]

| Seattle for the purpose of participating in May Day. On May 3, 2012, law enforcement

intolJ N a!lcged vandalism of an ATM. During that search, officers seized a-cell
| phone which appears to belong to— based on: (1) the fact that [ [N
claimed that address as her residence; (2) JJijas in the house when it was searched
at 8:00 a.m. in the morning; and (3) somebody sent the user of the phone a text referring

10 the user as [N The text messages show that [N = others were

planning for May Day as early as April 27, 2012.

a.  OnApril 27,2012, - apparently-- senta
text stating: "Hey y'all! I booked a zipcar for Seattle. If we fill the van its $24/ person
roundtrip. Leaving pdx at 5 pm Monday and leaving Seattle by midnight Tuesday night.
| let me know asap if yerin. : )." |Jjjffesponded, ""Sounds great.”

b.  OnApril 29, 2012, JJjjjjhad 2 text message conversation with
| stated: "Hey i} This is ll I was thinking a lot about your
| reasoning for going to seattle for may day. I thought things would be much more effective

-
S W™
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| up there as well. I have an opportunity to get up there and back and wanted to know if
| could meet up with'you guys for the demo. Let me know. Thanks.” I <sponded:
| "Hey ] Glad to hear you can go. We can meet up at westlake and all be in a loose

UNITED STATES ATTORNEY
00 Sw\;m Mg«gﬁgg‘
AFFIDAVIT - MARON -8 , k St 206 3951970
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portland bloc. | am assuming you will have a protest buddy or something tho, because
things may be hectic. Im not very well informed about what is going on and will be
relying on others for info that day" (emphasis added).

c.  OnApril 29, 2{)12,_had a text message conversation with
B < if there was anything that he could do before they left. [
responded: "I only cut thé shirt in half becsuse its not big enough. If you can figure out
two slightly small bandanas out of it, thatd be great.” From my training and experience,

| know that bandanas are standard face covering as part of black bloc attire.

d.  OnMay 1, 2012 -- apparently after the riots --|JJJhad a text

| message conversation with | NN SRR 2k <d. "Is everyone safe?” || R

| responded, "Yes. We are all ok. It was awesome. Sorry you had to work."

e.  OnMay2,2012, -had a text message conversation with
- -asked, "How are you doing? Everything ok?" - '
responded: "Yeah made it back to portland safely. It was great participating in seattle and
seeing my friends. Thanks for the encouragement. You guys all safe?”
| Identification Of Oregon Conspirators Through Analysis Of Images
24.  Thave reviewed hours of video footage and hundreds of still images from

| the May Day riots and the vandalism of the Nakamura Courthouse. As an FBI agent, I
have extensive training and experience in making observations and identifying people and
objects. That training and experience, combined with painstaking review of the May Day
images, has helped me to identify five of the Oregon Conspirators as suspects in the

| actual vandalism of the Nakamura Courthouse. Working in conjunction with other

officers, I was able to identify and track individuals by their physical.characteristics,
clothing items, backpacks, flags, position in the crowd, companions and movements. My
identifications are based on the specifics given below, as well as on my general sense of a
person's height, build, and other features that were gained during his numerous hours of
image review, and is hard to translate into words and specifics.

AFFIDAVIT - MARON -9 o Seale, Washingon 8101-127
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25.  The images show a masked black bloc vandal referred to as "Subject 1"
attacking the left set of the Courthouse doors with a flag pole. Iidentified Subject 1 as
| — identified -by comparing clothing he wore during
the attack (while masked) with clothing worn by - 1mages where he is
unmasked, and by matching other physical characteristics.

Images show Subject | marching with people identified as other Oregon
conspirators.

26.  Images show Subject 1, in black bloc, marching with other black bloc

anarchists who appear to bc—, and the person believed to be

Both Subject 1 and - left handed.
Images show Subject 1 hitting the door with a left handed strike. A still

o e ped ok
W N e O

27.
photo from May Day shows a black bloc vandal who appears to be Subject 1 just after he

vt
W oo

has used his left hand to throw an object at a Wells Fargo bank branch. According to

ot
Lo,

| Portland Police Bureau Sergeant Dobson and Detective McDaniel, both who are familiar

th - - is left handed.

Clothing worn by Subject 1 matches - clothing.
28.  Images show Subject 1 wearing the following clothing: (a) brown/green

R
S 8 = I

colored mid-top to high-top shoes; (b) a strip of white at the waist consistent with a white
belt; and (c) the fringe of a shirt with a blue hue.

29.  These items of clothing worn by Subject 1 have been matched to - '
in various ways. A photo taken by the media during an October 16, 2011, protest shows
— with his face partly covered, wearing shoes that appear to be the same shoes
worn by Subject 1. Iidentified the man in that October 16, 2011, photo as- by
comparing the photo with Oregon driver's license photo. 4

30.  Furthermore, when officers searched [ ENTGcGTGTGNGGGGGG

UNITED STATES ATTORNEY
700 Stowast Stroet, fa“ﬁfx s;z}zg‘
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-ﬂﬁ May 3, 2012, as part of an investigation into - alleged vandalism
of an ATM, they photographed shoes matching the shoes worn by Subject 1. A white belt

| consistent with the white strip seen on Subject 1 was also seized during this search. The

| anarchists.

31.  OnJuly 25, 2012, the FBI searched a storage unit at [N

I - osu2t o @ scarch warrant. During the search, agents

| found shoes which appear to be the same shoes as those worn by Subject 1, which were

located in a box addressed to | NGTGcN

32. Animage from May Day shows a person I recognize as -
unmasked, standing next to a person who appears to be - — is wearing a
blue/purple hued shirt that appears similar to the fringe of what appears to be a blue shirt
worn by Subject 1. During the FBI search of the storage unit I agents found a
blue/purple hued shirt which appears to be the above described shirt. The pattern of lines

b
~

| on the shirt appears identical to the shirt worn by -m May Day.

33.  Furthermore, I noted that Subject 1's height appears consistent with the

| height of 6'2 listed for -:m his driver’s license, Subject 1's build appears
* consistent with build as shown in unmasked images of -

tificati ject
34.. A video shows Subject 2, a masked black bloc vandal, throwing an object at

| the Nakamura Courthouse doors. 1 have identified Subject 2 as -

Both Subject 2 and -are very short
35.  From the video of the Nakamura vandalism, and from other images of
Subject 2 from May Day, it is clear that Subject 2 is short -- shorter than any other black
bloc vandal that I have seen during my extensive review of the images. Accordingtoa
Portland Police Bureau report, -is 4'11.

Images show Subject 2 marching with other Oregon Conspirators

36.  Images from May Day show Subject 2 marching with masked black bloc

' Seattle, Washingion 98101-1271
AFFIDAVIT - MARON -11 (206) $53-79%0
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anarchists that I have identified as —

Subject 2's clothing matches clothing known to be worn by -
37.  Images from the attack on the Nakamura Courthouse show the masked
Subject 2 wearing nylon shell-type pants and a backpack. I have seen images of -

unmasked, at an event on April 9, 2012, where she is wearing what appear to be the same

2

3

4

5

6 | or very similar nylon shell-type pants, as well as a backpack that looks similar to Subject
7 || 2's backpack. I 1denttfied-as the woman in the April 9th photo by comparing it with
8 | her Oregon identification card photo.

9 38.  Images from the attack on the Nakamura Courthouse show the masked

10 §| Subject 2 wearing black/brown boots with distinctive shape and stitching which are

11 | visible in numerous other Images on May Day. Shoes which appear identical to the shoes
12 || worn by Subject 2 were recovered during the July 25, 2012 search of —

13 — in a room with many indicators of it being. room.

14 tification O j As

15 | 39.  Images from the Nakamura Courthouse attack show a masked black bloc
16 | vandal referred to as Subject 3 throwing an object at the middle set of Courthouse doors.
17 | I have identified Subject 3 as ||| | NG

18 | Images show Subject 3 marching with other Oregon Conspirators

19 40.  Images from May Day show Subject 3 marching with masked black bloc

20 | anarchists identified by me as — and the person believed to be
1 (- |

24 Clothing worn by Subject 3 matches clothing worn by -

23 41.  Images show the masked Subject 3 wearing a fanny pack with a white

24 | insignia and a black jacket with a white inéignia. I have seen images of - ‘

25 || unmasked, at an event on April 9, 2012, wearing what appears to be the same black jacket

26 || with white insignia and same fanny pack with white insignia worn by Subject 3.

27 42.  lidentified the unmasked images of -by comparing them with
28 -s Oregon driver's license photo. The jacket and fanny pack were recovered
UNITED STATES ATTORNEY
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during the search Of— -Was present in the house at

the time of the search, and law enforcement regularly saw his car parked at the house.

43.  Video from the Nakamura attack shows a masked black bloc vandal,

| referred to as Subject 4, throwing an object at a window north of the Courthouse doors.
When Subject 4 throws the object, somebody seems to call Subject 4 a "bitch," suggcstmg
| that Subject 4 is a woman. I have identified Subject 4 as- Images of the

attack show the masked Subject 4 wearing a black single strap tear shaped backpack and
wearing tight pants, white socks or no socks, and black shoes. Another image from May
Day shows a woman who appears to be JJJJJll unmasked, with her face tumed away
from the camera, standing next to i} ! compared that photograph to known
photographs of [} and based on the visible facial features, hair, and glasses, it
appears to befij In thet unmasked image, [N is wearing a tear-shaped
backpack that matches the backpack worn by Subject 4. 7

44.  Another image from May Day shows Subject 4, masked, walking next to

masked people identified as |G 2~< the person believed to be
- Subject 4's glasses are visible, and they match glasses worn by [
known, unmasked images of - The tear shaped backpack was recovered by the
Portland Police Bureau during the search Of— -nay
have borrowed the bag from|Jlf who lived at that address and had been seen with
that backpack on April 9, 2012. o
vid icati 4

45.  Video and images from the Nakamura attack shows a masked black bloc
vandal, referred to as Subject 5, throwing an object which appears to be a rock at the
middle set of doors of Courthouse doors.

Images show Subject 5 marching with other Oregon Conspirators

46.  Images from May Day show Subject 5 marching with masked black bloc

anschist datied by me o [N NN = v

UNITED STATES ATTORNEY
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anarchist and an associate of —
Shoes worn by Subject 5 match shoes associated with -

47.  Images show Subject 5 wearing boots of a distinctive shape, bearing
distinctive markings and shoelaces of distinctive color. Shoes which appear identical to
the shoes worn by Subject S were recovered during the July 25, 2012, search of storage
— Court papers and other documents
addressed to -were also located during the search of the storage un'it-
Furthermore, -éctua}}y showed up at the storage unit shortly before it was
| searched. On July 25, 2012, the FBI conducted overt surveillance of storage | GGG
prior to a warrant being obtained to search the unit. At approximately 11:50 a.m.,
-am'ved at the storage unit, saw the agents, and suggested that they go someplace -
else. -toid one agent that he didn’t like the agent’s FBI shirt, and also
complained that the agents were armed.

Slides of Select Images (Attachment C)

48.  Some of the images described above are included in a set of eight slides
| marked as Attachment C to this Affidavit, attached hereto and incorporated by-referei\ce
| herein. The slides (which are attached both on a CD and in a printed hardcopy) show the

following:

a. Slide 1 - Slide 1 contains a video of the event entitled "Seattle May Day
violence, May 1, 2012. #scaniayday" available on youtube.

b. Slide 2 - Slide 2 depicts some of the damage done to the Courthouse,
anarchist graffiti, an anarchist flag left at the Courthouse, and images of the vandals
believed to be— the person believed to be — and
-in the act or imni@diatcly after the act of damaging the Courthouse.

c. Slide 3 - Slide 3 depicts images of [JJJJJBllin which his face and hair
are visible, one of which was taken on May Day. In the images, the shoes—
wears while attacking the courthouse are visible. _ is also depicted taking part

in a public event on April 9, 2012, in which hc,— were

UNITED STATES ATTORNEY
700 Stewart Street, Suite 5220

. Soattls, Washington 981011271
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observed changing into black bloc attire. Items recovered in the July 25, 2012, searches
conducted by the FBI are indicated on the slide and include the shoes and shirt -
was wearing on May Day and the hat and pants -was wearing on April 9, 2012.
d. Slide 4 - Slide 4 depicts images of [Jfjmerching in black bloc
|| during May Day with | EEEEEEEEEIIR - the person believed to be B
the images, _is wearing the shoes depicted in Slide 3 which he wears while
attacking the courthouse that have been recovered by the FBI.
¢. Slide 5 - Slide 5 depicts' images of -m which her face is visible
while participating in the April 9, 2012, event in which she, | E EG GNRHENNN -~
-were observed changing into black bloc attire. [JIllis depicted mﬁrv;hing in

black bloc with —nd the person believed to be -n

May Day. In the images, it is apparent that-s significantly shorter than-
B 11 imoges from May Day and those taken on April 9, 2012,
show- wearing the same or similar nylon type pants. The shoes recovered in - g
room during the July 25, 2012, search conducted by the FBI are indicated on the slide.

16 f. Slide 6 - Slide 6 depicts images of I i vhich his face is visible

17 | while participating in the April 9, 2012, event in which he, | N EI EEERRRREEN

18 | were observed changing into black bloc attire. is depicted in images from May
19 || Day where he, in black bloc, marches with |GG thc person
20 |l believed to be - In the images, [JJjis wearing the clothing which he wears
21 || while vandalizing the Courthouse. An image on Slide 6 also depicts —in the

22 | process of picking up a rock near the Wells Fargo bank which was vandalized as

23 || described above. Slide 6 depicts those itmis that were recovered by the Portland Police
24 | Bureau during their May 3, 2012, search of—which include
25 | the fanny pack and jacket being wom byjJJj while vandalizing the courthouse.

26 g Slide 7 - Slide 7 depicts images of | llfin which her face is visible,
27 | wearing glasses which can be identified on [Jjffin images of her in black bloc on
28 | May Day. -is depicted marching in black bloc in May Day when she was

N0 S Y b W N e
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marching with (i the person believed to be - Her

pants, shoes and tear shaped backpack depicted on Slide 7 are visible in the video of her
| running away after breaking a window at the courthouse in Slide 1. The slide depicts as

recovered a backpack which appears identical to the backpack being worn by-

which was recovered by the Portland Police Bureau during their May 3, 2012 search of

| —
3

h. Slide 8 - Slide 8 depicts images of the vandal believed to be [N

| The slide depicts the vandal believed to be il in the act of throwing what appears

| 25,2012, search of storagJjJfhich. as described above, contained items

belonging to —

The Seizure Of The SUBJECT DEVICES |
49. I am seeking authority to search cell phones and electronic storage devices
(collectively, the “SUBJECT DEVICES”) seized during the execution of search warrants
on at various Portland, Oregon, locations on July 25, 2012.
50.  The searches of the relevant locations and the seizures of the SUBJECT
DEVICES are discussed below.
The Search of NG

51.  The investigation leading up to July 25, 2012, revealed that a residence at

I - 5o apperny used by e

vandals, including — According to the Portland Police Bureau, the

I - - vstc s been i e name

since April 12,2012, On July 5, 2012, FBI surveillance located |JJJJi four-door red

Plymouth Breeze bearing —aarkcd in the driveway. On July 6,

2012, FBI surveillance saw - father’s Plymouth (which surveillance has regularly

seen [J-ive) parked in the driveway for the day. Also, s seen being
dropped off at the residence in the early afternoon by the White Astro Van with -

AFFIDAVIT - MARON -16 Seat, Weshington 81011271
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- A short time later, NIl s observed walking to and entering the
residence. [l as dressed in all black with a black backpack. FBI surveillance
| watched the house again on July 16, 2012, and saw both [ o [N - e

| house.

Y

52.  Based on this information, the Honorable Dennis J. Hubel, United States
Magistrate Judge for the District of Oregon, issued a search warrant for this residence on
| July 20,2012,

33.  The warrant was executed on July 25, 2012, at roughly 6:20 a.m.

-“ -wcrc in the residence. During the search, officers found
evidence sugaesting that the resicents e

Among the many items recovered or photographed were:

- an electric bill in- name;
- a travel document in _name;

- a City of Portland water bill in—nanie; and
- bank records ir-'xame.
An apparent school-work paper m- name was found, but there were no other
; indications of residence for- Based on what I know, and based on the items
seized and photographed during the search, it appears that the only residents were
_(aﬁhough there was limited paperwork associated
with other people).
Items Seized From- 's Room

34, One room appeared to be used by- based on the presence of paperwork

and identification in her name (including court documents, a passport, a driver’s license,

and tax documents), personal photos or‘. newspaper articles memioning-, and
-s wallet. In that room, officers found the following SUBJECT DEVICES:

- a Nokia T-Mobile cell phone,
- an Audiovox cell phone, -, located in[JJjjjj room;

-a Fujifilm 1GB XD card (a camera photo storage card), located in-

UNITED STATES ATTORNEY
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1 | room; gnd

2 | - an 1-Pod with an unreadable serial number.

3] Items Seized From _s Room

4| 55.  Another room appeared to be used by|JJJJJf based on the presence of

5 A paperwork in her name, including a utility bill, and a credit card bill. A note from

6 -to— was in the room, and it is possible that_ who is believed
7 to be]J s boyfriend, also spent time in the room. In that room, officers seized the

8 || following SUBJECT DEVICES:

9 - an I-Pod with an unreadable serial number;
10 - a Motorola cell phone, || EGTGE
11 - a maroon Blackberry phondjj |
12 - two CD-Roms and DVD Roms; and
13 - a Digital SLR Nikon camera with media card, #3200377.
14 Items Seized From s Room
15 56.  Officers searched a room that appeared to be- based on the
16 presence of paperwork and identification in his name, including a copy of a passport,
17 || checks, bills, and a package addressed to_. In the room, officers found the
18 | following SUBJECT DEVICES:
19 - a Samsung cellular phone s.: ||| EEGEGB
20 - a PNY 16GB black USB thumbdrive; and
21 -a Kingston 2 GB Micro SD card (a memory and storage device commonly
22 |f used in a cell phone).
23 Search Of Common Area
24 57.  During the search of a common area that appeared to serve as a living room,
25 || officers found eight CD-Roms and DVD-Roms, and a Duotone LTD thumbdrive. When
26 || the search warrant was executed, at rough'ly 6:20 am,, only—"em
27 | in the home. As described above, it appears that the only residents of the home were

2 | | - r:v-r o and other items associated with

UMNITED STATES ATTORNEY
700 Stewart Stroct, %gﬁ%
, : Seattle, Washington 98101
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! _Werc found in the common area, including bills in [
name, a notebook and court paperwork for- relocation paperwork for_ a

receipt in -s name, mail from health center to JJJJjjj & banjo in a case with a receipt in
-s‘ name, and personal pictures of [l
The search Of [ I

2
3
4
5
6 58.  The mvestsgaﬁon led agents to believe that a residence at-
7
8
9

, was a squat used by — and possibly others.

59.  Magistrate Judge Hubel also issued a search warrant for this location on
July 20, 2012. The warrant was executed on July 25, 2012 at roughly 6:35 am.
10 -was home at the time of the search. Officers found evidence of
11 residence in the home, such s a travel document infJ Il neme, a receipt
12 | from BumpMyLock.com ir_ name, and a handwritten document with the word

13 | I 1t 2ppearcd that I as the only person living in the residence, as no

14 indicia of occupancy were found for anybody other tanl R

15 60.  During the search the officers found the following SUBJECT DEVICES:
6] - a Sandisk thumb drive; |

17 - a Red thumb drive; and

18 - a T-Mobile cell phone HTC G-2.

19 Th f ora i

20 61.  As discussed in Paragraph 47, on July 25, 2012, agents searched a storage

21 | The storage unit was rented in
R . s s v R =

22
| in the storage unit, and JJlectvatly arrived at the unit before the search. Items

23
24 associated with another person were also found in the unit. This person is yet another
25 possible suspect in the May Day investigation, as recovered text messages show that this
26 person traveled from Portland to Seattle on May Day and was in contact with one or more
27 of the Conspirators. Agents also found a SUBJECT DEVICE, namely a DVD in.the

28

| storage unit that was hand labeled “J.R.-1 9/18/11.”

UNITED STATES ATTORNEY
700 Stowart Stroet, Site 5220
: ‘ Seaitic, Washington 98101-1271
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RUSE W I Respe

62.  The SUBJECT DEVICES fall into the following categories: (1) cell phones,
(2) I-Pods, (3) electronic storage media (thumb drives, CD-Roms, and DVD-Roms), (4) a
camera and memory cards for a camera.

63.  With respect to cell phones, from my training and experience, I know that
criminals in general, and criminal anarchists in particular, use cellular teiephones to plan
and coordinate activities via phone calls, text message, and emails, as well as by ,
accessing the Internet. Criminal conspiracies require communication, and cell phones are
the key tool for communication. I have reviewed numerous postings on line at sites in
which events are scheduled and coordinating instructions are given. I have seen
anarchists at eveﬁts utilizing cellular telephones, and have seen text messaging used to
plan and coordinate anarchist events. Furthermore, I have seen photographs of anarchist

“actions" taken with cell phones by participants. For example, evidence of planning and

communications for May Day was found on-s cell phone seized at-
Address books and contact lists are also fruitful sources of evidence,

as they commonly reveal names and other information about others involved in criminal

activity and conspiracies. Finally, by obtaining a suspect's cell phone, investigators can
determine the suspect's phone number, which can then be used to obtain cell tower
E information showing where the suspect was when crimes were committed.

64.  With respect to the seized cellular phones, I submit that there is probable
cause to believe that the following evidence of the crimes will be found:

a.  The assigned number to the cellular telephone (known as the mobile
directory number or MDN), and the identifying telephone serial numbef, such as the
Electronic Serial Number (ESN), Mobile Identification Number (MIN), International
Mobile Subscriber Identity (IMSI), or International Mobile Equipment Identity (IMEI),

reveal the service provider, allow us to obtain subscriber information, and uniquely

identify the telephone. This information can be used to obtain toll records, to identify

contacts by the telephone with other telephones used by coconspirators, and others

UNITTED STATES ATTORNEY

‘ 700 Stewart Stroet, 95:?;'553%
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in\}olved in the conspiracy, and to identify other telephones used by the same subscriber
or purchased as paft of a package. |

b. The stored list of recent received calls and sent calls is important
evidence. It identifies telephones recently in contact with the telephone user. This is
valuable information because it may help identify telephones used by other members of
the conspiracy. |

. Stored contact information in the telephone's contact list is important

evidence. It can show the user's close associates, and contains names, nicknames_, and
code names connected to phone numbers that can be used to identify conspirators and to
prove communication between conspirators, _ |

d. Stored text messages are important evidence, similar to stored
numbers. Stored text messages help to identify the user of the phone and the user's
associates and conspirators.

€. Photographs stored on the telephone are similarly important
evidence, because they also help to identify the user of the phone and the user's associates
and conspirators, and may also include photographs of past criminal actions or items
associated with planned attacks.

65.  With respect to the seized digital camera and media/storage cards from -
digital cameras, I know, from my training and experience that evidence relevant to
criminal investigations is commonly found on digital cameras and camera storage cards.
Photographs stored on the digital cameras and cards from digital cameras may help to
identify the owner's associates and conspirators. The digital cameras and media cards
from digital cameras may include photographs of past criminal actions or items associated
with the vandalism. Photographs may show whether the suspects were wearing"clothing :
associated with the attacks, or whether the suspects were in Seattle at the time of the
vandalism.

66.  With respect to the seized electronic storage devices such as thumbdrives,
DVDs, and CDs, I know from my training and experience that a wide variety of evidence

: Seattle, Washington 98101-1271
AFFIDAVIT - MARON -21 (206) 5531970
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1 | may be found on these devices. Data from cell phones, cameras, and other devices can
E easily be transferred and stored to thumbdrives, DVDs, and CDs. Thus, any evidence that
one can expect to find on a cell phone, camera, or other device may also be found stored
on thumbdrives, DVDs, and CDs. To cite just a few examples:

a. Contact information is often stored in the digital equivalent of a

2
3

4

) |
6 | paper list. During the July 25, 2012 search of storage unit | | GGG
7

8

9

- a printed list of contacts was recovered among -iocuments‘

The original of this document or similar documents can be stored on thumbdrives.
b. Photographs of evidentiary value can be stored on thumbdrives.
10 c. Digital documents in which evidence of planning, travel, purchases

11 || in support of, motivation for, and claims of responsibility for the attack on the Nakamura

12 | building can be stored on thumbdrives.

13 67.  With respect to the seized I-Pods, I submit that there is probable cause to
14 | believe the following evidence of the crimes may be found:

15 , a.  Contact information can be stored on I-Pods;

16 b. = Photographs of evidentiary value can be stored on I-Pods;

17 H c. 1-Pods can be configured to be used as the cquivateﬁt ofa

18 || thumbdrive for storage of digital documents in which evidence of planning, travel, |
19 || purchases in support of, motivation for, and claims of responsibility for the attack on the
20 | Nakamura building may be found.

21 , Conclusion

22 68.  Based on the foregoing, I respectfully submit that there is probable cause to
23 | believe that the offenses of Destruction of government property, in violation of 18 U.S.C.
24 || § 1361; Conspiracy to destroy government property, in violation of 18 U.S.C. § 371;

25 | Interstate travel with intent to riot, in violation of 18 U.S.C. § 2101; and Conspiracy to
26 || travel interstate with intent to riot, in.violation of 18 U.S.C. § 371., have been committed,

27 | and that there is probable cause to believe that evidence, fruits and instrumentalities of

28 | those offenses will be found in the locations to be searched, as described in Attachment

UNITED STATES ATTORNEY
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A, attached hereto and incorporated herein, namely:
a. Photographs, documentation or communications related to the offenses,
including but not limited to electronic notes, diagrams, letters, diary and journal entries,

receipts, travel records address books, still and video images, evidence suggesting a

motive to vandalize government property, and other documentation in electronic form;

and .
b. Evidence of possession of relevant items (such as clothing, backpacks, or
other items) or residence at relevant locations (such as locations where other evidence

was found).

‘GEOF , SPEC ENT
Federal B f Investlgatlon

Subscribed and sworn
before me this_3  day of October, 2012

United States Magistrate Judge

UNITED STATES ATTORNEY
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A4

PLACES TO BE SEARCHE]

The places to be searched are the following SUBJECT DEVICES currently stored
in the Western District of Washington:

a Nokia T-Mobile cell phone, —
an Audiovox cell phone, I NGGTGccTNTcTNuNN

a Fujifilm 1GB XD card;
- two I-Pods with unreadable serial numbers;
eleven CDs and DVDs;

a Motorola cell phone, —;
a maroon Blackberry phone—;

a Digital SLR Nikon camera with media card, #3200377; |
a Samsung cellular phone s -

a PNY 16GB black USB thumbdrive;

a Kingston 2 GB Micro SD card;

a Sandisk thumb drive;

a Red thumb drive; and

a T-Mobile cell phone HTC G-2.

o ®

e e

w0

Ll

# B
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ATTACHMENTB
ITEMS TO BE SEIZED

The items to be seized are the following items or materials that may be evidence of
the commission of, the fruits of, or prope w%xich.has been used as the means of
committing federal criminal violations of Destruction of government property, in
violation of 18 U.S.C. § 1361; Conspiracy to destroy government Fr%pertg, in violation of
18 U.S.C. § 371; Interstate travel with infent to riot, in violation of 18 U.S.C. g 2101; and
Conspiracy to travel interstate with intent to riot, in violation of 18 U.S.C. § 371, namely:

. .. Photographs, documentation or communications related to the offenses,
including but not limited to electronic notes, diagrams, letters, diary and journal entries,

receipts, travel records address books, still and video images, evidence suggestjn§ a /)D

m(zltlve to vandalize government property, )

aIl N
b. Evidence of possession of relevant items (such as clothing, backpacks, or

otherf iten&g) or residence at relevant locations (such as locations where other evidence
was found). ;

With respect to cellular phones, the scope of the search is limited to:

a. The assigned number to the cellular telephone (known as the mobile directory
number or MDN), and the identifying telephone serial number, such as the Electronic
Serial Number (ESN), Mobile Identification Number (MIN), International Mobile
Subscriber Identity (IMSI), or International Mobile Equipment Identity (IMEI);

b. Lists or logs of incoming and outgoing calls;

c. Contact lists or address books;

d. Text messages; and |

e. Photographs.

No further search of cellular phones shall be conducted absent court authorization
or an exigency as that term is utilized in Fourth Amendment jurisprudence.
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UNITED STATES DISTRICT COURT

for the
Western District of Washington
In the Matter of the Search of )

_ (Briefly describe the property to be searched

) .
or identify the person by name and address) g Case No. Mb \L‘— S 3 L_\ .

Cellular phones and other electronic devices, as
described in Attachment A ~ ; : ,

SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Westemn District of __ Washington

(identify the person or describe the property to be searched and give its location). :
Cellular phones and other electronic devices and storage media, as described in Attachment A, attached hereto and
incorporated herein by reference

The person or property to be searched, described above, is believed to conceal (identify the person or describe the
property to be seized).
See Attachment B, attached hereto and incorporated herein by reference

I find that the affidavit(s), or any recorded tesﬁmony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before / ch' . ] 7 ZD ( 2
: g (not to exceed 14 days)

%n the daytime 6:00 a.m. to 10 p.m. (3 at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the' property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
any U.S.M.J. of the W.D.W.A. :
(name)

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for dela)(
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) 3 for days (not to exceed 30).

O until, the facts justifying, the Jater s

Date and time issued: C){‘ ,‘L‘ 3 2Dl 2—
EX) em
City and state:  Seatlie, Washington Mary Alice Theiler, United StateslMagistrate Judge
Printed name and title

ific date of

Judge's signature
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Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

1 declare under penalty of perjury that this inventory is correct and was returned along with the original
warrant to the designated judge.

Date:

Executing officer s signature

Printed name and title
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UNITED STATES DISTRICT COUR’EJ&E

Wﬁ% Copy

fOl‘ the , ity . OCO O
Western District of Washington By . D‘_emoﬁ O? %nﬁob%;
In the Matter of the Search of ) - Depugy i
. (Briefly describe the property to be searched ) Tk
or identify the person by name and address) ) Case No. M-a \L‘- s 3 L\
Celiular phones and other electronic devices, as g o —0FILED ____ * ENTERED
| described in Attachment A ) —_— LODGED______.RECEIViD
SEARCH AND SEIZURE WARRANT ~ 0CT 17 202 D
) AT SEATTLE
To:  Any authorized law enforcement officer ‘ ‘ . wesTER | m@mgm%%ﬂmmu

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Westen Districtof ______ Washington -

(identify the person or describe the property to be searched and give its location).
Cellular phones and other electronic devices and storage media, as described in Attachment A, attached hereto and

incorporated herein by reference

The person or property to be searched, described above, is believed to conceal (identify the person or describe the
property to be seized):
See Attachment B, attached hereto and incorporated herein by reference

I find that the afﬁdavxt(s), or any recorded test:mony, establish probable cause to search and seize the person or

property.
YOU ARE COMMANDED to execute this warrant on or before / Q(/L ] 7 2@ f 2..
: v (not to exceed 14 days)
%n the daytime 6:00 a.m. to 10 p.m. O at any time in the day or night as I find reasonable cause has been

established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken,

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
any U.S.M.J. of the W.D.W.A,

(name)}

(3 I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the approprlate box) O3 for days (not to exceed 30).

O3 until, the facts justifying, the Jater s

Date and time issued: Q‘ ,‘L* 3 2Dl 2 -
'3.00 m

City and state: ~ Seattle, Washington Mary Alice Theiler, United States Magistrate Judge
' Printed name and title

ific date of

Judge's Signature
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Return
Case No.: Date and time warrant executed: of warrant and inventory left with:

M2~ 534 o hizlzas

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:
SEE ATTAULD

Certification

warrant to the designated judge.

Date: _Jol172[ 26,2 § |

1 declare under penalty of perjury that this inventory is correct and was returned along with the orzgmal

L

ecuf né afficer’s signature

/,nmwmi__MAn_w /s A
Printed name and title




Case 2:12-mj-00534-MAT Document 9 Filed 01/22/13 Page 41 of41:

C';aééff 2-Mj-00534-MAT *SEALED* Document 2 *SEALED* (Court only) - Filed 10117/12
o Page 3 of 3° ,

¢ piacm to be searched are the following: SUBJECT DEVICES currently stote'.:’ P
"tem District of Washington: L

ST YT - N Y S N ¥

T PR SRS B SN X S NP S A . T
mug-g;&wwmcso-op«.;'a_\u;.g'_ww-a

-
+

e

-

s B

2 Nokia T-Mobile cell phone, | NN

an Audiovox cell phone, [ NN ENR;

8 Fujifilm 1GB XD card; .
| two I'?Pods with unreadable serial numbers;
-v.‘eleven CDs and DVDs
" a Motorola cell phone, NGNGB
a maroon Blackberry phon-

a Digital SLR Nikon camera with media card, #3200377;

a Samsung cellular phone s.n—
a PNY 16GB black USB thumbdrive;

a Kingston 2 GB Micro SD card;

a Sandisk thumb drive;

a Red thumb drive; and

a T-Mobile cell phone HTC G-2.
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